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1. ITosicHUTEIBLHAA 3ANIUCKA

1.1. Ilens u 3aga4U AU CIUTLIHHBI

Lenv OucyuniuHbl:TIOy4€HHE OCHOBHBIX 3HAaHUI 00 MCIIOJIb30BAaHUH KPUITOTPaPUUECKUX Me-
TOJIOB JUISA 3alIUTHl HH(OPMAIMK MPH €€ XPaHEHUH, 00paboTKe U AMCTAHIIMOHHOM Tepenave dJieK-

TPOHHBIX TAHHBIX.

3aoauu oucyuniunvl: OBIAACHUE CTYACHTAMU OCHOBHBIMU MOHSATUSMU, MATEMAaTUYECKUMH MO-
JSJISIMA ¥ METOZIaMHM COBPEMEHHOM KpunTorpaduu, yMeHHEe CTYJACHTaMHU. pPellaTh TUIIOBBIC KPHUIITO-
rpaduueckue 3a1auu; padoTaTh CO CIEIUAIBHON MAaTEMAaTHYECKON JTUTEPATypOid, HCIIOIH30BATh Ma-
TEMaTUYECKHI armapaT Il PEeIICHUs MPHUKIAJIHBIX KPUIITOrpapuIecKuX 3aj1ad 3aliuThl HHPOpMa-
[IUU B PA3IMYHBIX c(hepax 4elIoBEeUeCKOU ACSITEILHOCTH.

1.2. ®opmupyemble KOMIETEHIIUN, COOTHECEHHBIE C TUNIAHUPYEMBIMU Pe3yJIbTaTaMUd OOYYEHUs 110

JHCLHIIIHHE
Komnerenuus Nuaukaropbl KOMIeTeHIM A Pe3yabTaThl 00yuyeHus

(Kox 1 HaMEHOBa- (Koa 1 HAMMEHOBaHUE)

HHUE)

VK-2 VK-2.1
Cnocoben  ompene- | CiocoO0eH NPUMEHSITh COOTBETCTBY- YMeTh: peliath TUIIOBBIC KPHII-
JATH KPYr 3alad B | IOMUNA MaTEeMAaTWYSCKUH ammapar Ui | Torpadudeckue 3aqadd 3aiiuThl HH-
paMKax  TIOCTaBJICH- | pelieHus MPO(PECCHOHABHBIX 3a1a4 dbopmaruy;

HOM 11e7U U BBIOMpATh
ONTUMAJIBHBIE CIIOCO-
Obl MX pelIeHus, uc-
X0Isl U3 JEUCTBYIO-
IIMX IPABOBBIX HOPM,
UMEIOLINXCA  pecyp-
COB ¥ OTpaHU4YECHUI

YK-2.2

CriocobeH uCMonb30BaTh 3HAHUA O
BAOXHEHIINX HOpMax, HMHCTUTYyTaX M
OTpacisAxX IAEHCTBYIOLIErO0 POCCUHCKO-
ro IpaBa JIjs ONPEIENICHHs Kpyra 3a-
Jlad U ONTUMAJIBHBIX CIIOCOOOB HX
peuieHus

Bnaners: HaBBEIKAMH HCIIOJIB30-
BaHMS TMOJOKCHUHA CTaHIapPTOB B 00-
nmactu  CK3W npu paspabotke,
HaCTPOMKE U IKCIUTyaTaluu

OIIK-9

Cnoco0eH npuMeHsTh
CpeacTBa KpHUIITOIpa-
¢duyeckoil U TexHUYE-
CKOM  3allUTBl HH-
dbopmaruu A pere-
HUS 3a1a4 npodeccu-
OHAJILHOW JIeSITEIbHO-
CTH

OIIK-9.1

3HaeT OCHOBHBIE NOHSTUA U 3aJayu
Kpunrorpaguu, MaTeMaTu4eckue Mo-
JIeNd  KpUNTOTpapUUeCKUX CHUCTEM;
crocoObl U CpeJICTBa 3aIIUThl HHPOP-
MalUu OT YTEYKH MO TEXHUYECKUM
KaHaJlaM U KOHTPOJs 3(p(HEKTUBHOCTH
3a1uUThl HHGOpMaluu

3HaTh: MaTEeMaTHYECKUE MOJe-
JM KOAMPOBAHUS CHUCTEM HH(OpMa-
UM, CHOCOOBI M CpEACTBA 3alllUThI
nH(pOpMaLlUU OT YTEUKH IO TEXHHU-
YeCKMM KaHajlaM M KOHTpOJs 3¢-
(eKTUBHOCTH 3aIIUThI UH(pOpMaLUH

OIIK-9.2

YMeeT MpuUMEHsITh MaTeMaTHYECKHe
Mojaeau Jis oneHku crorkoctn CK3U
W HCIOJh30BaTh B aBTOMATH3UPOBAH-
HBIX CHUCTEMaXx; MOJIb30BaThCsl HOpMa-
TUBHBIMH JIOKYMEHTaMH B 00JacTH
TEXHUYECKOH 3alIUThl HHPOpMAIHH

YMeTh: MpUMEHSTh TeopeTHuye-
cKMe 3HaHus mpu pazpadbotke OPJI;
MPUMEHSTh HMH(DOPMAIIMOHHBIE TEX-
HOJIOTHH ISl TIONCKAa U 00pabOTKH
uH(pOpMallUY; MPUMEHATh MaTeMa-
THYECKHUE MOJIEIN IS OIEHKH CTOM-
koctu CK3U

OIIK-9.3

Brnaneer MeromamMm U cpeacTBamMu
KpUNTOrpaguueckod W TEXHUYECKOM
3aIUTHl THGOPMAITIHI

Bnaners: HaBblKaMM — IOHCKA
HY)KHOM HH(pOpManuu B HOPMAaTHB-
HBIX 0a3ax U HCTOYHMKAX; HABBIKa-
MU JKCIUTyaTalluM Kpunrorpaduye-




CKHUX HNPOTOKOJIOB U CXEM, MOJTYy4YUB-
MUX MIUPOKOE NMPHMEHEHHE B Kade-
CTBC HHCTPYMCHTApuUsd B CHUCTECMax
ANIEKTPOHHBIX IIIATEKEH M CHCTEM
HIIEKTPOHHOT'0 JOKYMEHT0000poTa

1.3. MecTo AMCHMILTUHBI B CTPYKTYPE OCHOBHOM 00pa30BaTeIbHON MPOrPaMMBI

Jucnunanaa «MeToabl ¥ CpeicTBa KpUIITOrpaguyeckoi 3amuTsl HHGOPMAIMN) OTHOCHTCS K
00s13aTeNIbHOM YacTH 0JI0Ka AUCHUIUIMH Y4eOHOTO IJIaHa.

Jlns OCBOGHMS AMCHUILIMHBI HEOOXOJUMBI KOMIIETCHIINH, COPMUPOBAHHBIC B XOJ€ M3YUCHHS
crenyonmx aucuumug: «Teopust mHGpOpMALTIN.

B pesynbrate oCcBOCHHS TUCHUIUIMHBI (POPMHUPYIOTCS KOMIETEHIINN, HEOOXOMMBIE Ul H3yde-
HUS CIICAYIONMIMX AMCUUIUIMH U MPOXOXKICHHS NMpakTHK: «lIpakTHka Mo moiydyeHHro mpodeccuo-
HAJIbHBIX YMEHHU U OIBITa MPO(ECCHOHAIFHON AEATEIBHOCTU MO TEXHHYECKOH 3ammre nHpopma-
III/II/I,((HpeI[I[I/IHJIOMHaSI IIpaKTUKa».

2. CTpyKTYypa QM CHUIITHHBI

OO01mast TpyA0eMKOCTh UCIHUILINHBI COCTaBISET 3 3aueTHbIe eauHuIb], 108 gacoB

CTpyKTypa AMCHMILIMHBI JIs1 04HOH GopMbl 00yUeHust

O0beM aucHUIUIMHBL B (hopMe KOHTAKTHOM paboThl 00y4aroIuXcsl ¢ NeJarornueckuMu padboT-
HUKaM{ U (WJIM) JIMLIaMH, [IPUBJIEKAEMBIMU K peajn3aluu 00pa30BaTEbHON MPOrpaMMbl HA MHBIX
YCIIOBUSX, TP IPOBEACHUY YUEOHbBIX 3aHATHIM:

Cemectp | Tun yueOHBIX 3aHATHIA KomnuectBo
4acoB
6 Jlexun 28
6 [IpakTHyeckne 3aHATHS 32
Bcero: 60

O0beM TUCHUIIIMHBL B (pOpMe caMOCTOATENbHON PabOThl 00yUaronmxcs cocTaBuser 48
aKaJIEMUYCCKIX YacoB.

3. Conep:xkaHue TUCHUTLIHHBI

Ne | HammenoBanme pasgena qucuu- | Conepaxanmne
TJIMHBI
1 | BBeneHnue B AMCHHUILIHHY OOu1re nonokeHust Kpunrosioruu. bazoseie kKpun-

TOrpauuecKkre TEPMHUHBI, IOHATHUS U ONPEICICHHUS.
Knaccuyeckas u maremaTuyeckast Kpuntorpagusi.
CroiikocTh Kpunrorpaguueckux cxeM (Hedop-
MaJIbHOE BBEJICHHE).

2 | Ucropus kpuntorpadpumn Opa gonayuyHoi kpuntorpaduu. [udp «Cuuramsy,
umdpst Lesaps, [Tommubus, Tpuremus, Kapnano,
[optel, Buxxenepa, 601b11108 U Masblil mudp
Hamnoneona. ®opMbl BU3aHTUHCKON TaHHOIIUCH.
Hpeuepycckue mmdpsl «Ilepmckas azdoykan,
«IIpocras u mynpas nuropes», «PUOTb U XBUOTHY,
«Yronkny, «Tapabapinay. [lludp Bepnama.
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HIudpoanbubie MamuHbl «Lorenz» u «Enigmay.

ba3oBrble Kpunrorpapuuyeckue
MEeTO/bI M CXeMbI Kpunrorpadgu-
YeCKOM 32l Thl HH(POPMALMU

KpunrocucreMsl ¢ ceKpeTHbIM KJIFOYOM, aTaKu Ha
KPHUIITOCUCTEMBI C CEKPETHBIM Kito4oM. Kpunrocu-
CTEMBI C OTKPBITHIM KJIFOUOM, OTKPBITOE pacrpee-
nenue kmouen uddu-Xennmmana, ataku Ha KpHUII-
TOCHCTEMBI C OTKPBITHIM KJItOUOM. TeopeTnueckas u
MpaKTU4ecKasi CTOMKOCTh KpunrocucreM. Cxembl
aJIeKTpOHHOU noamucu. Kpunrorpadguuecku cToii-
KHe X31I-QyHKIUU. MeTo/1bl MOMCKa KOJUTU3UH.
DNEeMEHTHI TEOPUH BBIYMCIUTEIBHON CII0KHOCTH.
OpnocroponHue GYHKIUU U QYHKIIMU C CEKPETOM.
IIceBnocnyuaiinble reHepaTopsl. IHTEpakTUBHBIE
CUCTEMBI JI0Ka3aTeIbCTB U MHTEPAKTUBHBIE CHUCTE-
MBI JI0Ka3aTeNbCTB C HYJIEBbIM pa3IiIalliEHUEM.
CxeMbI ¢ COKPBITHEM CBUJICTEIILCTBA U C HEPA3JIu-
YUMBIMH CBUIETENbCTBAMU. CXEMBI BEPOSITHOCTHO-
ro mudpoBaHUs.

PaznoBugHOCTH CX€M AIEKTpOHHOU noanucu. Cxe-
MbI KOH(pHAeHITnANbHON noanucu. CXeMbl TPpyIIo-
Bo# noanucu. Cxembl MynbTUNOATHCH. CXEMBI 3a-
TeMHEHHOU noanucu. CXxeMbl MOAMUCH ISl UHTEI-
JEKTyaIbHBIX KapTO4ueK. CXEMBbI MOITUCH BUIA
«odd-naita/on-naita». (N,t)-mOpPorossie CXeMbl MOI-
nucu. [Iponeypsl apouTpaka B cxemax 3JIeKTpOH-
Hol moamucu. [IpakTryeckue cxembl THTEPAKTHB-
HOM ayTeHTHUQHUKALUH.

Kpunrorpaguyeckue nporoxkoJinl

OcHOBBI TEOPUH KPUNITOTPaPUIECKUX TPOTOKOJIOB.
CBoiicTBa M OCHOBHBIE TapaMeTpbl KpUNTorpaduye-
CKHX MPOTOKOJIOB. Knaccudukaius 0oCHOBHBIX BU-
JIOB aTaK Ha Kpunrorpaduyeckre mpoTOKOJIbI.
[Iporokosnbl ayrenTHdUKauu. TpeOboBaHus K Ipo-
ToKoJaM ayTreHTU(ukanuu. [laponbHas ayreHTHDU-
Kauust (IpOTOKOJIBbI ¢ (PUKCUPOBAHHBIMU NAPOJISIMHU,
IIPOTOKOJIBI C OIHOPA30BbIMU MapoiisiMu). [Iporoko-
JIbl THIIA «3aIIPOC — OTBET» (OJJTHOCTOPOHHSS ayTEH-
TU(UKAIMSL, OCHOBaHHAs! HA METKE BPEMEHHU, OJTHO-
CTOPOHHSISI ayTEeHTU(UKAIHS C UCIIOJIb30BAHUEM
CIIy4alHBIX YHMCEJl, IPOTOKOJIBI C UCIIOIb30BaHUEM
ACUMMETPUYHBIX KPUIITOCUCTEM, IPOTOKOJIBI C UC-
10JIb30BAHUEM NIEKTPOHHOMU noanucH). [TpoTokossl
ayTeHTU(UKAllUY, OCHOBaHHBIEC HAa HCIIOIb30BaAHUH
MHTEPAKTUBHBIX CUCTEM J1I0KA3aTEIbCTB C HYJIEBBIM
pasriiameHueM 3HaHUsl.

IIpoTokomns! pacnpenenenus kiaroueit. Cepsl mpu-
MEHEHUS IPOTOKOJIOB PacHpe/IesIeHUs KIIFoUueH.
Knaccugukanus npoToKoI0B pacipeaeneHust K-
yell. [IpoTokobl, OCHOBaHHBIE HA KPUIITOCUCTEMAX
C CEKpeTHBIM Ki1touoM. [IpoTokosnsl pacnipenenenus
KJIFOUel, OCHOBaHHbBIX Ha KPUITOCUCTEMAX C OTKPHI-
TBIM KJIFOUOM.

ITpoToKobI 00pa30BaHUs 3AIIMIICHHBIX KaHAJIOB




7

nepenayu JaHHbIX. OCHOBHBIE UCIIOJIb3YEMBIE HA
MIPAKTUKE METOABI OpraHU3alMy 3alIUIIEeHHbIX Ka-
HAJIOB Mepeavyn AaHHbIX. [ mOpuHble cXembl mud-
poBanus. [IpoTokobl, OAHOBPEMEHHO 0Oecredr-
BalOIME KOHPUICHIINAIBHOCTh U AyTeHTUYHOCTD
nHpopMaIuu.

bankoBckue kpuntorpadpuieckrue mMpOTOKOIIBI.
DJNEeKTPOHHBIE MOHETHI U IEPEBOAUMBIE IIEKTPOH-
HBIE MOHETBI. DIIEKTPOHHBIN OyMaXHUK. DIEKTPOH-
HBbI€ TUIATEKU.

[TpoToKOIBI KOH(UACHIIUATBHBIX BBIYUCICHUN U
KOH(HIEHIIMAJILHOT'O BBIYMCICHUS (QYHKIIHH.

5 | HopmaTuBHbBIE aKThbI, perjiaMeH- ®enepanbhble 3aKk0HbI «O0 nHbOpMaIUU, UH-
THpYIOLIMeE JesiTeIbHOCTh B 00- (hOpMaIMOHHBIX TEXHOJOTHSIX M O 3aIUTE WH-
JIACTH KpUNITOrpaduyeckoii 3a- dbopmaruny, «O nepcoHaIbHBIX JaHHBIXY», «O0
IUTHI HHGOpMATHHT ANEKTPOHHOU NOAIUCH», «O TEXHUYECKOMPETYIIH-

POBaHUM.

[TocranoBnenue [IpaBurenscrBa Poccuiickoin
Oenepanun ot 23 ceHnTsaops 2002 roga Ne691 «O6
YTBEPKACHUHU TOJIOKEHUHN O JTULIEH3UPOBAHUU OT-
JIeTIbHBIX BUJIOB JIESITEIbHOCTH, CBSI3aHHBIX C MIHUQ-
POBaJIBHBIMH (KPUNITOTPAPUUECKIMH) CPEICTBAMIE.
[Tonoxenue o pa3paboTKe, IPOU3BOA-CTBE, PeAIH-
3allMU U AKCIUTyaTaluy MU(PPOBaIbHBIX (KPUIITO-
rpagu4YecKux) CpeacTB 3amuThl HH-hopmaruu (I1o-
noxenue [1K3-2005), yrB. [Ipukazom Jupexropa
@®Cb Poccun ot 09 deBpans 2005 roga Ne66.

OteuectBenHble (kpunTorpadpuueckue) 'OC-
ThI: TOCT 28147-89, 'OCT P 34.10-2012, TOCT
P 34.11-2012, TOCT P 34.12-2015 u I'OCT P

34.13-2015.

6 | CpeacrBa u ycJayru B 00J1acTu Opranuzanuu, OCyIECTBISIONINE IEATENb-
KpunrorpagpuyecKoi 3a1uThl HOCTb B 00JIaCTH KpUNITOrpapuuecKon 3aliuThl UH-
nH(popMaIUH, IPeACTaBIeHHbIe | (OpMaIHH.

HAa 0TE€YEeCTBEHHOM pPBIHKE JInneiika npoaykros «Kpumnrollpoy». JInneiika

npoaykToB «SecretDisky. 3amuiieHHb1i a0OHEHT-
CKHI MMYHKT CUCTeMBI «ATiacy (u3nenue M-468P).
Pemenus ®I'VII «HTII «ATtnacy o co3paHuto 3a-
HIMIIEeHHBIX (10 k1acca AK3) aBToMaTH3MPOBAHHBIX
cucreM Ha atpopme Maiikpocodpt. CK3U
«Kpunro BJI». [Ipyrue npoykTsl U yciayru B ooa-
CTH KpUNTOTpaguuecKon 3auThl HHPOPMALIKH.

4. Odopa3oBaTe/ibHbIE TEXHOJIOTHH

[Ipu peanuzanuu pabodeld mporpaMMbl AUCUUIUIMHBI «KpunTtorpapuueckue METObl 3aIUThI
MH(pOPMALIMN» UCTIONB3YIOTCS CIEAYIOINE 00pa30BaTeIbHbIE TEXHOIOTUU!

Oo0pa3oBaTte/ibHbIE TEXHOJIOTUH



Ne N Oo0pa3zoBaTenbHbIC
HaumeHoBaHue TeMbl Buabl yueOHbIX 3aHATHH
n/n TeXHOJOTUH
1 |2 3 4
1 |BBeneHue B QUCHUTINHY Jlexusg 1.1 TpaguunoHHas ¢ UCMOJIB30Ba-
Jlexmus 1.2 HHUEM IIPE3CHTALUN
CamocrosTenbHas paboTta ITonroroBka K 3aHATHUSIM C UC-
nosb3oBanneM DbC
2 |Ucropus xpunrorpaduu Jlexuus 2.1 Jlexuus-auckyccus
Jlexug 2.2 TectupoBanue
ITpakTnueckoe 3ansarue 1. 3aHATHS C UCIIOJIB30BAHUEM
cnenuanusuposannoro I10 — S-
Tools
CamocrostenbHas pabora ITonroroBka K 3aHATHSIM C UC-
nosib3oBanueM DbC
3 |ba3zoBele kpunrorpaduue- Jlexnus 3.1 Jlexuus-guckyceus
CKHE METOJIBI U cXeMbl Kpurl- |Jlexrust 3.2 TectupoBanue
Torpaduyeckoi 3aInThl MH-
bopmanuu [TpakTrueckoe
3aHATHE 2. 3aHATHS C UCIIOJIB30BAHUEM
crienuanuzupoBanHoro [10 —
Masker
CamocrosTenpHas padoTta
ITonroroBka K 3aHATHSIM C UC-
nosib3oBaHueM ObC
4  |Kpunrorpagpuueckue nporo- |Jlexuus 4.1 [TpoGieMHas nexkus
KOJIBI Jlexuus 4.2 TpaguuuoHHas ¢ UCIOIB30Ba-
Jlexuus 4.3 HUEM IpEe3eHTANI
TectupoBanue
IIpakTrnueckue
3aHATHSA 3. 3aHATHS C UCTIOJIB30BAHUEM
crienpanuzupoBanHoro [10 —
VeraCrypt
CamocTrodarenbHas padora
ITonroroBka K 3aHATHSIM C UC-
nosib3oBanreM ObC
5 |HopmaruBHsble akThl, peria- |Jlekmms 5.1 Jlexuust ¢ paz6opom
MEHTHUPYIOLIE Jlexuus 5.2 KOHKPETHBIX CUTYallui
NesITeIbHOCTh B 001aCTH Jlexnus 5.3 TectupoBanue
Kpunrorpaduueckoit
3alUThl HH(pOpMAIUU [TpakTrueckoe
3aHdaTue 4. 3aHATHS C UCTIOJIb30BaHUEM
cnenuanusuposanHoro I10 —
Kpunro-IIpo
CamocrosrenbHas paboTta
[TonroroBka K 3aHATHUSIM C UC-
nosib3oBanneM JbC
6 |CpenctBa u yciayru Jlekmug 6.1 Jlekuus-nuckyccust
B obnactu kpurnrorpadude- |Jlekus 6.2 TectupoBanue

CKOM 3aImuThl HHGOPMAINH,




Ne N Oo0pa3zoBaTenbHbIC
HaumeHoBaHue TeMbl Buabl yueOHbIX 3aHATHH
n/n TeXHOJOTUH

MMpCACTAaBJICHHLIC HAa OTCUC- HpaKTI/I‘-IeCKOG

CTBEHHOM DBIHKE 3aHATHE 5. 3aHATHS C UCTIOJIB30BAHUEM
cnienuanuzupoBannoro [10 —
CamocrosiTenpHas padoTta Kpunro-ITpo

IToaroTroBKa K 3aHATHUSAM C HC-
noib3oBanueM DbC

5. Ouenka nJIaHUPyeMbIX Pe3yJbTATOB 00y4YeHUsI

5.1. Cucrema OLlecHUBAHUS

®Dopma KOHTPOJS Makc. KoJIM4eCTBO 021108
3a onny padory Bcero
Texkynui KOHTPOJIb:
- mecmuposarue (memvi 2-6) 2 bannos 10 bannos
- npakmuueckue 3a0anus (memul 2-3) 10 6annos 20 bannos
- npakmuueckue 3a0anus (memwl 4-6) 10 6annos 30 bannos
[TpomexyTouHas aTTecTalus - 3a4eT 40 6annos
(Omeemwi Ha 60npocCwi)
HToro 3a cemectp 100 6annos

[lepeueHp KOMIETEHLINH C YKa3aHHEM 3TaNoB UX (POPMUPOBAHHUS B [IPOLIECCE OCBOCHUS IUCLUILIHU-
Hbl IPEACTABIISIETCS] B BUJIE TAOJIMIIBL:

No Koumponupyemwie pazoe- | Koo konmponupyemoiui kom- | Haumenosanue ouye-
n/n | bl OUCUUNIUHDL nemenyuu HOYHO020 cpedcmea
1. Temer 1 — 6 OIIK-9.1; OIIK-9.2; OIIK-9.3; | Ompoc
VK-2.1; VK-2.2;
2. [Mpaktuueckue 3ausatust 1 — | OITK-9.1; OIIK-9.2; OI1K-9.3; | [Tnan mpakTH4ecKoro
5 YK-2.1; VK-2.2 3aHSITUS

[Tonmy4deHHBIH COBOKYIHBINA pe3yabTaT KOHBEPTUPYETCS B TPAJUIMOHHYIO LKAy OLIEHOK U B LKAy
onieHoK EBpomneiickoii cuctemsl nepeHoca u HakoruieHus kpeautos (EuropeanCreditTransferSystem;
nanee — ECTS) B cOOTBETCTBHHM C TaOIUIICH:

100-6annpHast mkana | TpaguimoHHas mikaisa Ixkana ECTS
95 -100 A

83 o4 OTJINYHO B

68 — 82 XOpOIIIO 3a4TEHO C

56 —67 D

50 55 yIIOBJIETBOPUTEIHHO E

20-49 FX

0_19 HEYJIOBJICTBOPUTEIHHO HE 3a4TEHO F

5.2.KpI/ITCpI/II/I BBICTABJICHUA OLCHKHU 110 JUCIHHUITIIINHC

Bamabl/ | Ouenka no Kputepnu oueHku pe3yJbTaToB 00y4eHHs M0 AUCHHUILINHE

Ixana | AucOUILIMHE
ECTS




10

Banany/
HIxanaa
ECTS

OneHka mo
JIUCHUILIMHE

KpuTepuu onieHKH pe3yJibTaTOB 00y4eHHUsl 110 THCHUILIHHE

100-83/
AB

3a4TCHO

BricraBnsercst 00y4aromemMycsi, €Clid OH TITyOOKO ¥ MPOYHO YCBOMJI TEOPETHYECKUH 1
MIPaKTHYECKUI MaTepHall, MOKET IIPOJEMOHCTPHPOBATD 3TO Ha 3aHATUSX U B XOJI€
MIPOMEKYTOUYHOM aTTecTaluu.

OOyuarommiicst ICYePIBIBAIONIE U JIOTHIECKH CTPOHHO M3IaraeT ydeOHBI MaTepua,
YMEET yBSI3bIBATh TEOPHIO C IIPAKTHKOH, CIIPABILIETCS C PEIICHUEM 3a1a4 podeccro-
HaJIbHOM HAaNPaBICHHOCTH BBICOKOTO YPOBHS CIIOXKHOCTH, IPABIIHLHO 0OOCHOBBIBACT
TIPUHSTBIC PEIICHUS.

CB00OOIHO OpHEHTHpPYETCA B yueOHOW U TPO(hecCHOHANBHON JIUTEpaType.

OueHKa 10 AUCIMIUIMHE BBICTABIIAIOTCS 00yYaroneMycsi ¢ y4éTOM pe3ysIbTaToB TEKY-
LI U IPOMEKYTOUYHOHN aTTECTalUHU.

Komnerennuu, 3akperuiéHHbIe 32 JUCHUIIIMHON, COPMUPOBAHBI HA YPOBHE — «BBICO-
KUY,

82-68/

3a4TCHO

BricTaBnsieTcss 00yJaromeMycs, €CIi OH 3HAST TCOPSTUICCKUN U MPAKTUICCKHIA MaTe-
puai, TpaMOTHO U MO CYIIECTBY M3JIaraeT ero Ha 3aHITHIX U B X0J/1€ TPOMEXYTOUHOH
aTTecTalliu, He JIOMYCKas CyIeCTBEHHBIX HETOYHOCTEH.

OOyuarommiicss IPaBIIIEHO MPUMEHSIET TCOPETUUCCKUE TTOJIOKEHUS TIPH PEIICHUN
MIPAKTHIECKUX 33129 MPO(PECCHOHATHHOI HATIPAaBICHHOCTH Pa3HOTO YPOBHS CIIOKHO-
CTH, BJIaficeT HEOOXOAMMBIMH ISl 3TOTO HABBIKAMH U MIPHEMaMI.

JlocTaTodHO XOPOIIO OpUEHTHUPYETCA B yueOHOU U TPO(ecCHOHABHOHN INTepaType.
Or1ieHKa IO AWCIUIUTMHE BBICTABILIIOTCS 00yJarOIEeMycsl C YIETOM Pe3yIbTaTOB TEKY-
e U IPOMEXYTOUYHOM aTTeCTaIUH.

KommnereHiyu, 3aKperuiéHHbIC 3a TUCIMIUIMHOMW, CPOPMHUPOBAHBI HA YPOBHE — «XOPO-
LAY,

67-50/
D,E

3a4TCHO

BricTaBisieTcss 00yJaromeMycs, CiId OH 3HaeT Ha 0a30BOM YPOBHE TEOPSTHICCKHUNA U
MPAaKTUYCCKUN MaTepHall, I0MyCKaeT OTACIbHbIC OMHOKH MPH €ro M3JI0KCHUU Ha 3a-
HATHUSAX U B XOJIe MPOMEKYTOYHOM aTTECTAIINH.

OOy4aroNIMIACs UCIIBITHIBACT OMPECAEHHBIC 3aTPYAHCHHUS B TPUMCHCHUN TEOPETHY C-
CKUX TIOJIOKCHUH TPH PEIICHUH MPAKTUIECKUX 3a7a4d IpodeccHoHAIFHON HalpaBIeH-
HOCTH CTaHAAapPTHOTO YPOBHSA CIIOKHOCTH, BIIaJIee€T HEOOXOIMMBIMH JJISl 3TOTO 0a30-
BbIMHU HaBBIKAMH U IPUEMAMH.

JeMOoHCTpHpYET NOCTATOYHEIH YPOBEHb 3HAHHS YUEOHOW TUTEPaTyPHI IO TUCITUILIIHE.
Or1eHKa IO AWCIUTUTAHE BBICTABILIIOTCS 00yJarOIEMyCsl C YIETOM Pe3yIbTaTOB TEKY-
e U MPOMEXYTOUHOM aTTeCTallH.

KommnereHiyu, 3aKperiéHHbIC 3a AUCIUILIHHON, COPMHUPOBAHBI HA YPOBHE — «I0CTa-
TOYHBINN.

49-0/
F,FX

HC 3a4TCHO

BricTaBisieTcs: 00y4aroneMycsi, €Ciid OH He 3HaeT Ha 0a30BOM YPOBHE TEOPETHUCCKUIT
Y TIPaKTUYECKU MaTepua, JOMyCKaeT rpyOble OMMOKHU MPU €T0 U3JI0KESHUH Ha 3aHsI-
TUSAX U B XOJIE€ IPOMEXKYTOUHOM aTTECTAIIUH.

OO0yyJaromuiics UCTIBITHIBAET CEPhE3HBIE 3aTPYAHEHNS B IPUMEHEHUN TEOPETHUECKUX
MIOJIO’KEHUH TPU PEIIEHUH MPAKTUIECKUX 3a]1a4 MPOQecCHOHANLHOIN HAIPaBICHHOCTH
CTaHIAPTHOTO YPOBHS CIOKHOCTH, HE BIaJeeT HEOOXOTUMBIMH IS 3TOTO HaBBIKAMH U
TIpUEMaMH.

HdemoHCTpHpYeT pparMeHTapHBIC 3HAHUS YIeOHOH JINTepaTyphI 110 TUCIIUTUIAHE.
Or1ieHKa IO AUCIUILTAHE BBICTABILIIOTCS 00yJYarOIIEMyCsl C YIETOM Pe3yJIbTaTOB TEKY-
el U MPOMEXYTOUHOM aTTeCTallH.

KomMmrmieTeHmny Ha ypoBHE «J0CTATOYHBINY, 3aKPETUIEHHBIC 3 TUCITUTUIMHOM, HE CPOop-
MHPOBAHEI.

5.3. OtnieHOUHBIE CpeaCcTBa (MaTepUaIbl) I TEKYIIETr0 KOHTPOJIS YCIIEBAEMOCTH, TPOMEKYTOUHON
aTTecTaluy 00OyJaroIUXCs M0 AUCIUTIIHHE

TunoBble KOHTPOJIbHBIE 3a/laHUsl WM HWHbIE MaTepHalibl, HEOOXOIUMBIE I OIIEHKH 3HAHUM,
YMEHUH, HaBBIKOB U (MJIM) OTIBITA JESITEIbHOCTH - IPOBEpKa CHOPMHUPOBAHHOCTH KomrieTeHInH YK-

2, OIIK-9
KonTpoabHble 3a1anust IIpoBepsiemble
KOMIIeTeHIIHH
1.KakoBsl OCHOBHBIE CBOiicTBa  Kpunrorpaduueckoi cucremsl u | OIIK-9.1,
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kpunrorpaduueckoro nporokona? Ilpusenure nmpumepsl npouenyp oomena | OITK-9.2
COOOILIEHUSAMH, KOTOpBIE SABIISAIOTCA payHIamMu U I1aramu
KPUNTOTpapuuecKux MPOTOKOJIOB.
2. B yeM 3akii04aroTCs CBOMCTBA MOTHOTHI M KOPPEKTHOCTH MHTEpakTuBHOTO | YK-2.1,YK-2.2
JoKa3aTenbcTBa’?
3. B uem oTnMYMe MHTEPAKTUBHBIX CHCTEM J0Ka3aTelbCcTBa C HyNeBbIM pa3- | YK-2.1, OIIK-
IJIAIICHUEM 3HAHHUS OT MHTEPAKTUBHBIX CHCTeM JokasarenbcrBa? Coxpans- | 9.2, YK-2.2
€TCsl JIU CBOWCTBO HYJIEBOI'O PA3IJIalllEHUs IIPU MOCIEA0BATEIbHOM U Iapa-
JICIbHOM BBITIOJIHEHUU TPOTOKOJIOB?
4. Yto moHMMaeETCs 101 KOMIpoMmeTalueld kpunrorpaduaeckoro nporokona? | OITK-9.2,
[TpuBenuTe IpUMEpHI: OIIK-9.3
aTaKu 10 U3BECTHBIM KITIOUaM;
CJIOBApHOM aTaKw.
5. Umeercst cxema oTkpeiToro mmmdposanus RSA. d — cekpernsiii kimou | OITK-9.2,
y4acTHHKA P, € — OTKPBITHIH KIIIOY, COOTBETCTBYIOIIUI 3TOMY cekpeTHoMmy | YK-2.1.VK-2.2
K04y, N — MoAynb cxembl mudpoBanus. P umeer mupprexctC. P xouer
JoKa3aTh V 3HaHHWE CEKPETHOro Kiroda O, HO Tak, 4yToObl V HE y3Hal 3TOT
KJIF0Y, ¥ 4TOOBI OH HE CMOT pacimu@poBaTh KaKOW-IT100 mu@pTeKcT (B TOM
guciie 1 C). Kak 3ro MmoxHO cienats? ([Ipennmoxure mpoToKoN JoKa3aTelb-
CTBa C HYJEBBIM pa3rialleHrueM 3HaHHs.) BeruucnurenbHbie BO3MOXKHOCTH P
u V B mporiecce 0OMeHa MOJIMHOMHAIBHO OTPaHHYCHBI.
6. M3BectHa dhopMyna AHaepceHa onpeIeieH sl JIMHbI TapoJis:
S _ 1 NE L OIIK-9.2, VK-
t o T 2.1, YK-2.2
)
rae S BpeMst 6e30macHOCTH (PacKpBITHS) Tapoiis (B TEYSHHE 3TOTO BpeMe-
HU 11apoJib COXPaHseT TailHy);
T — cKOpoCTh BBOJIa TAPOJISL, CHMB./MUH.;
X— IJIMHA apoJisi, CUMB.;
N— MomHOCTh andaBura;
L — 9rci0 BBOAMMBIX CUMBOJIOB H JIp. 3HAKOB, HEOOXOIUMBIX Ul HHUIIUATH-
3alMM OMO3HAHUS (MOKET ObITh OOJIbIIE ITTUHBI TAPOJIS).
[TocTpoiite rpaduky 3aBUCUMOCTH BpeMEHHU 0€30MacCHOCTH:
a) PIN-xona;
6) mudpo-andasutHoro napos (pycckuit anpaBur)
OT JUIMHBI TApOJIsl IPU YCIOBUU:
PY4YHOTO BBOJIa CUMBOJIOB Ha KiaBuarype (T=120);
aBTOMATH3UPOBAHHOTO 1moxoopa mapostei (T=1200),
CUMTAas], YTO YHMCJIO MOMBITOK BBOJA MApOJIsl HE OTPaHUYEHO, a [yl BBOJA Ia-
poJist He0OXO0MMO HabpaTh €ro Ha KJIaBUaType U HaXKaTh KiaBuily <Enter>.
7. TlpoBemuTe cpaBHEHHE TPOTOKOJOB ayTeHTH(HKauu, ocHoBaHHBIX Ha | OIIK-9.2,
JI0Ka3aTelbCcTBAaX C HyNEBbIM pasriameHueM 3HaHus (Puata — Ilamupa, | OIIK-9.3
['nifro-Kuckarepa, lInoppa), mo ciaeayoumm napaMmerpam: BbIYUCIUTEIbHON
CJIOKHOCTH ITPOTOKOJIA JJIsl TOKA3bIBAIOLIETO U IPOBEPSIOLIETO, KOJINYECTBY
nepeaaBaeMbIX O0alTOB JTaHHBIX, JOMOJHHUTEIBHON MaMsTH, HeoOxoaumon P
u V. Cnenaiite BBIBOA O CpaBHUTENbHOW 3()()EKTHBHOCTH MPOTOKOJIOB.
(Heo6xoaumble mapamMeTpbl BBIOEPUTE CAMOCTOSITENBHO. )
8. Kak mpeobpazoBate nmpotokos ayreHtudukanuu [IHoppa B cxemy anek- | OIIK-9.2, VK-
TPOHHOW MOAIUCHU? 2.1
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9. Ilpeanonoxum, 4To K JaHHBIM, [IPpEIHAa3HAUYEHHBIM AJs nepenauu B kaHan | OIIK-9.2, VK-
CBSI3U, COTJIACHO TEXHUYECKHUM YCIOBUSAM, OTHPABUTENI0 HeoOxomaumo mpu- | 2.1

MEHHTB: aJITOPUTM OJ0YHOTO MU POBaHUS (KPP CUUTATH HICAUTBHBIM), aJl-
TOPUTM IOMEXOYCTOHUMBOr0 KOAMPOBAHUS, AITOPUTM CKaTHsl. B kakoMm mo-
psAKe cleyeT NPUMEHSATh 3TU aJIropuTMbl U nouemy? Ha kakom srtane B
cilydyae HeOOXOAMMOCTH HYXXKHO CIE€HEpPHpOBATh JIEKTPOHHYIO MOAMUCH OT-
npasurensa? Mmeer nu 3ta 3aa4a 0JHO3HAYHOE pelieHue?

10. TosicauTe, B KaKuX ciaydasx ajs odecredeHus moaimHHoCcT coobmenuii | OITK-9.2,
HEOOXOAMMO TTPUMEHSATD JICKTPOHHYIO TOJIHKCH, @ B Kakux — X3m-Gyakmuu | OITK-9.3
¢ x1royoM? B gem mpemmyIecTBa U HeJJOCTaTKH KaKI0ro MeTo 1a?

11. lpuBeaute ocHOBHBIC ToNOkeHUs DenepanbHOoro 3akoHa «0O0 amek- | OIIK-9.1,
tporHou noanucu», [OCT P 34.10-2012 u 'OCT P 34.11-2012. Pacckaxu- | OIIK-9.2
Te 00 MPUHIIKUIIAX MCITOJIB30BaHMS, BHIAX M CPEACTBAX JICKTPOHHBIX MOJIH-
ceil, 00 YJOCTOBEPSIOIIUX ICHTPaxX M CepTUPHUKATAX KIOUYCH MPOBEPKH
ANEKTPOHHOM MOJIHCH.

IIpomexyTouHas arrecTanus (KOHTPOJIbHBIE BOMPOCHI) - TPOBepKa CHOPMHUPOBAHHOCTH
kommetennuii YK-2, OIIK-9

KoHTpoJibHbIe BOPOCHI IIpoBepsiemble
KOMIIETeHIIH U

1. ITyctp (E,D) — cxema cummerpuunoro mudposanus, MAC — kpunrorpadpu- | OIIK-9.2, VK-
yeckas x3m-QyHKIus ¢ kimodoM. [Iycts A u B umeror obmue xmroun: Ky — s | 2.1,YK-2.2
mmmdposanus, Ky — s xom-pyakiun. OHE XOTAT nepeaaTh coo0IneHne M Ta-
KUM 00pa3om, 4ToObI OblIa o0ecredeHa CeKPETHOCTh, 1ETOCTHOCTD U TO/IJTUH-
HOCTb cooOImIeHus. MM mpeioKeHbl CIeIYIOINe CIIOCOOBI BBIMOTHEHUS MPO-
TOKOJIA!

) MoMAC, (B, (M)

5 Ex.(M.MAC, (M)

») Ex. (M), MAC, (M );

1 B (M).E (MAC, (M)

E., (M), MAC, (E (M)).

£, (MAC,, (M)IMAC,, (E (M)
E.. (M,MAC, (M))MAC, (M )f
Ex,(M,A) ’

)
n) , rie A — unentudukarop otnpasurens (B pacmmdpoBbiBaeT
MIUPPTEKCT U MPOBEPSET, YTO BTOPAsl 4acTh OTKPBHITOTO TEKCTa COBHAAAET C
UJICHTU(PHUKATOPOM OTIIPABUTEIIS).

Jns xaxnaoro cnocoba o0bsAcHUTE, 00ECIIeUrnBAET JU OH TpeOyemble CBOICTBa
(ceKpeTHOCTH, LETOCTHOCTH, MOATMHHOCTH)? Kakue u3 3Tux crnocoOoB mpen-
nouytutenbHee? Kakne He NpuroaHsl 11 ucnoib3oBanus? [Touemy?

2. HazoBute n3BectHble Bam pexxumbl paboThl 0704HBIX mH(poB, nmo3Boisiio- | OITK-9.1,
e 00eCIIeYNTh: OI1K-9.2
TOJBKO CEKPETHOCTH COOOIICHHIA;

TOJBKO IMOJJIUHHOCTh COOOIICHHIH;

OJTHOBPEMEHHO CEKPETHOCTh M MOUIMHHOCTH COOOIICHUI.
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Kakne 3 3THX pEXHMMOB CUYMTAIOTCS JYYIIUMH IO COOTHOIICHHUIO «CTOM-
KOCTB/CKOPOCTBH)»?

3. Kakwme pexumbl amroputmoB mmu¢ppoBanuss ['OCT 28147-89 u DES | OIIK-9.1,
IPEANOYTUTENIbHEE HCIONb30BaTh Ul IMdpoBaHus mosedl 6a3pl ganHHbIX | OIIK-9.2
ABTOMATU3UPOBAHHOW OAHKOBCKOM CHCTEMBI C MHTEJUIEKTYalbHOW KapTOYKOM,
coJepxkalleil CBelAeHUs O KIUEeHTaX (MAEHTH(PUKATOPBI, OTKPBIThIE KIIOUH,

HOMEpa WHTEJUIEKTYyaJbHBIX KapTOYeK, COCTOSHHE CYeTa, OTMeTKa O
BKJIIOYEHUN HHTEUIEKTYalbHbIX KapTO4YEeK B CTOM-IMCT M T.J.), AOCTYI K

KOTOPOM OCYIIECTBIIIETCS B PEKUME pPEaIbHOIO BPEMEHH, U IToUeMy?

4. PaccmaTpuBaercs cxema 3JeKTPOHHOM MOJNHCH ¢ BOCCTaHOBIIeHHMEM co00- | OITK-9.2,
mienust u3 crangapta ISO/IEC 9796. Kakoit makcumanbHol juymnHbI (B Oaiitax) | OITK-9.3
MOJKET OBITh COOOIICHHE, eCii TpeOyeTcs, YTOObI MOANUCh, UMeNa AIuHy 512

O6uTOB?

5. Kakue (pyHKIMHM MOXKET BBIOJHATH IIEHTpP JTOBEpHs B IpoTokosax pacmpe- | OIIK-9.2,
nenenus kimouen? [IpuBenure npumepsl. OI1K-9.3
6. B uem pasHmMIa MexIy MOHATHSIMH: CIIOCOOBI pacmpocTtpaHenus kmoueir u | OIIK-9.1,
MIPOTOKOJIbI pACIPEAEIICHUS KITH0YEi? OI1K-9.2
7. Onmmute cxemy Jl. Yoma co cienyromumu nmapamerpaMu: 6ankHOTH umerot | OITK-9.1,
pasHoe JIOCTOMHCTBO, CyMMa, OIUIayMBaeMasi IpoJaBlly, coctaBiser 7 pyoaeii, | OITK-9.2,
MakcHUMajbHas CyMMa, OIlJlauMBaeMas IOKyTareiaeM, cocTaBisieT 21 pyois. VYK-2.1, YK-2.2
8. [IlpuBemute mnpoTOKON KOH(pUAeHIMANbHO peanmusyemorr omneparun | OIIK-9.2,
YMHOXKCHHsSI NIEPEMEHHOM Ha KOHCTAaHTY C ucmojb3oBanueM (t,n)-moporosoii | OITK-9.3
cxemsl [lamupa.

9. IlpuBeanTe MpUMEpHl peajln3allii CUCTEM 3aIlMIIEHHOTO 3J1eKTpoHHoro jao- | OIIK-9.2,
KYMEHTO000pOTa U 3aIIUIIEHHON AIEKTPOHHON MOYTHI. OIIK-9.3
10. [IpuBeauTe MpUMEPHI peaM3aIii CHCTEM JAWCTAHIIMOHHOTO OaHkoBckoro | OITK-9.1,
00CITy’)KMBaHUs U CUCTEMBI IUIaTexel mo 6GaHKoBcKkuM Kapram. Pacckaxure 06 | OIIK-9.2
ocHOBHbIX nosioskeHusax Crannapra banka Poccun CTO BP UBBC 1.0.

[IpumepHble 3a1aHUA 1J151 TECTHPOBAHUSI- IPOBepKa c()OPMHPOBAHHOCTH KOMIIeTeHUM
2,0IIK-9

1. lnnna kawuya aaropurma DES:

a) 56 oum.
0) 48 our.

B) 512 owr.

2. KpunrocroiikocTh — 3T0:

a) YCTOWYMBOCTD K BHEIIHUM U3TYUCHHSIM. .

0).cnocobrocmb Kpunmozpaghuieckozo aneopumma npomugoCmoAms KpUnmoarHaiusy
B) YCTOMUYMBOCTH K eopManiusim.

6. YueOHO-MeTOANYECKOE U HH(POPMAIIMOHHOE 00ecniedyeHne THCIIHTTHHBI
6.1. CICOK UCTOYHUKOB U JINTEPATYPhI

Uctounnku

OCHOBHBIE
1. ®@eodepanvhuviii 3axon ot 27 utonsa 2006 r. Nel49-d3 «O6 undopmarun, HHPOPMAITMOHHBIX
TEXHOJIOTUSX U O 3ammTe uHpopmarum» (¢ u3M. u foi., noci. ot 01.05.2019). [DnexTpoH-
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HBII pecypc] : Pexum J0CTyIa
http://www.consultant. ru/document/cons doc LAW 61798/, cBob60aHBIi. — 3ari. ¢ 9KpaHa.
2. @eoepanvuviii 3axon ot 27 urons 2006 r. Nel52-03 «O nepcoHaTbHBIX JTaHHBIX» (C U3M. H
jgom., mnocia. ot 31.12.2017). [DOnexrtponHslii pecypc] : Pexum nocryna
http://www.consultant.ru/document/cons doc LAW 61801/, ceo6oanbIi. — 3ari. ¢ SKpaHa.
3. Deodepanvruviiizakon oT 6 ampens 2011 r. Ne63-D3 «O06 31eKTpOHHON MOAMHUCK» (C U3M. U
mom., mocia. ot 23.06.2016). [DnekTpoHHBI pecypc] : Pexum  nmocrtyma
http://www.consultant.ru/document/cons_doc LAW 112701/, ceoGoaHBbIi. — 3ari. ¢ s3kpaHa.
4. Deoepanvuviizaxon ot 27 nexadps 2002 r. Nel184-D3 «O TeXHHUYECKOM PEryIupOoBaHUN» (C
u3M. u jom., mnocia. ot 28.11.2018). [Dnexrponnsii pecypc] : Pexum pocryna
http://www.consultant.ru/document/cons doc LAW 40241/, ceo6oaHbIiA. — 3ari. ¢ SKpaHa.

Jluteparypa
OCHOBHas

1. babenko, JI. K. Kpunrorpaduueckas 3ammra uHGOpMAIMHA: CAMMETPHYHOE IMU(PPOBAHHE:
yuebHoe nocobue g By3oB / JI. K. babenko, E. A. NmykoBa. — Mocksa: M3aarenscTBo
FOpaiit, 2020. — 220 ¢. — (Bricmee o6pazosanmne). — ISBN 978-5-9916-9244-1. — Tekcr :
anextponnsii // DBC KOpaiit [caiit]. — URL: https://urait.ru/bcode/452871

2. Kpunrorpaduueckue MeTOAbl 3alIUTHl MHPOPMALUMU: YUYEOHUK ISl aKaJeMHYecKorodaka-
naBpuara / C. B. 3aneunukos, O. B. Kazapun, A. A. TapacoB. — Mocksa : M3agarenscTBO
FOpaiit, 2019. — 309 c¢. — (Bricmee o6pazosanmne). — ISBN 978-5-534-02574-3. — Tekcr :
anextponnsiii // DBC KOpaiit [caiit]. — URL: https://urait.ru/bcode/433133

3. Meronbl U cpeCcTBa 3aIUTHI MPOTPAMMHOTO 0OecrieueHus [ DIEKTPOHHBIN pecypc] : y4uel.-
METOJ. KOMIUIEKC : JuIsl OakajnaBpuara 1o HampabiieHuro rmoaroroku 090900 Mudopmariu-
oHHasi 0e3omacHOCTh : 1o npoduisiM: OpraHu3anus U TEXHOJIOTHS 3aIIUTH MHPOpMAIUH,
KomrmnekcHas 3amurta 06bektoB uHopmaruzanuu / MunobpHayku Poccun, ®Denep. roc.
Or0/UKETHOE 00pa3oBaT. yUpekaeHue Boicil. mpod. obpazoBanus "Poc.roc. rymMaHuTapHbBIN
yu-T" (PITY), UH-T nH(opMmal. Hayk U TexHosoruil 0ezonacHoctu, dak. nHPoOpMall. cucreMm
u 6e3onacHoctu, Kad. komnbrorepHoit 6e3onacHocTH ; [coct.: Kazapun O. B. ; o1B. pen. A.
A. TapacoB]. - Omnektpon.naH. - Mocksa: PITY, 2013. - 30 c. - Pexum pocryna:
http://elib.lib.rsuh.ru/elib/000009341. - 3ar. ¢ skpana. - ISBN 978-5-7281-1789-6.

4. Komnnexcnasa 3awuma VHPOPMALUU B KOPIOPATUBHBIX cUcCTeMax : ydeO.nmocobue / B.D.
[Manprun. — M. : U] «®OPYM» : UHOPA-M, 2017. — 592 c. — (Bsicuiee oGpa3oBa-
nue:bakanaBpuar). - Pexxum gocryna: http://znanium.com/catalog/product/546679

5. Ulanveun B.®. 3amurta koMmnbioTepHON MH(popManuu. D eKTUBHBIE METOABI U CPEICTBA
[DnexTponnslii pecypc] / B. @. llansrun. - M.: IMK Ilpecc, 2010. - 544 c.: un. - ISBN 978-
5-94074-518-1. - Pexxum gocryma: http://znanium.com/catalog/product/408107

6.2. IlepeyeHn pecypcoB HHPOPMAIMOHHO-TEJIEKOMMYHUKANMOHHOM ceTH « UHTEpHET».

1. Anoxun M. . KoncnekT nekuuii Kkypca. BBenenue B mMaTeMaTudeckylo KpUOTorpaduio /
MaremaTnyeckas Kpunrorpagpus [DnexTpoHHBII pecypc] /l Pexnm JOCTy-
na:http://cryptography.ru/wp-content/uploads/2016/04/math_crypto_lecture notes.pdf.

2. Bapuosckwuii H.I1. Kypc neknuii mo marematmdeckod Kpuntorpaduu [DIEeKTpOHHBIN pe-
cypc]. Pexum JOCTYyTIA: http://cryptography.ru/wp-
content/uploads/2014/11/varn lectures_long.pdf.

3. Beeaenue B kpunrorpaduro/ ITox obur. pea. B.B. Smenko. [Onekrponnsiii pecypc]. — Pe-
*uM octyna: http://nature.web.ru/db/msg.htmI?mid=1157083&uri=book.html

4. Goldreich O. Foundations of cryptography.[Onekrponnsiii pecypc]. — Pexxum poctyna:
http://www.twirpx.com/file/493751/

HanmonansHast anekrponnas 6udaunoreka (H3B) www.rusneb.ru
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6.3. [IpodeccnonanbHbie 0a3bl JAHHBIX 1 HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMBI

Jloctyn k mpodeccrnoHanbHbIM 0a3aM JaHHbIX: hitps://liber.rsuh.ru/ru/bases

HMHpopMaLoHHbIE CLIPABOYHBIE CUCTEMBI:
1. KoncynbranT [lmtoc
2. Tapant

7. MaTepuajJibHO-TEXHHYECKOE o0ecrevyeHue TUCINTLTHHbI

Jlis obecnieueHus] AMCUUILUIMHBI UCIOJIB3YETCsl MaTepHabHO-TEXHUYECKass 0a3a 00pa30BaTEeIbHOIO
YUPEKIACHUS:

1) s TEKIUOHHBIX 3aHATHH - ydeOHas ayJUTOPHs, 10CKa, KOMITBIOTEP WK HOYTOYK, TPOEKTOP
(cTanlOHApPHBIN UK IEPEHOCHOH) ISl IEMOHCTPAIMK YY€OHBIX MaTepUANIOB.

CocraB nporpaMMHOTIO obecreueHus:

1. Windows
2. MicrosoftOffice
3. Kaspersky Endpoint Security

Jlnis mpoBefieHHs 3aHATUN JIEKIIMOHHOTO THUIMA MPEIaraloTcsi TeMaTHYeCKUE WIUTIOCTPAIH B
dbopmare npezerTaruii PowerPoint.

2) JUTsl TIPAKTHYECKUX 3aHATHH — KOMITBIOTEPHBIA KIIACC WJIM JIAOOpaTOpHs, T0CKa, MPOCKTOP
(cTarMOHApPHBIN UITU TIEPEHOCHOM ), KOMIIBIOTEP UM HOYTOYK Ui MPENOaBaTeNs, KOMITbIOTEPHI
JUTIsT OOYYarOIINXCA.

CocraB MporpaMMHOT0 0OECTICUCHHS:
Windows

Microsoft Office

Kaspersky Endpoint Security
Mozilla Firefox
MicrosoftSharePoint 2010
VmwarePlayer 15.5

Process Monitor

Masker

. VeraCrypt

10. S-Tools

11. Hemo-auctpulytussl CK3U «Kpunto-Ilpo»

CoNoOAEWNE


https://liber.rsuh.ru/ru/bases
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8. Obecneyenue 00pa3oBaTeJbLHOIO NMpoLECCa IS JIUI ¢ OTPAHUYEHHBIMHM BO3MOKHOCTSAMU
310POBbSI

B xoze peanuzanuu IUCHUIITMHBI UCTIOIB3YIOTCS CIIEYIOIIUE TOTOJHUTEIIbHbBIC
METO/Ibl 00Y4YeHHUsI, TEKYIIIETO KOHTPOJISl YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTecTaluu 00y4daro-
HIMXCS B 3aBUCUMOCTH OT WX WHJIMBHUIYAIbHBIX OCOOCHHOCTEH:

® IS CJICTIBIX U CIIA0OBUISIINX:

— JIeKUUU 0(hOPMIISIFOTCS B BHJIE JIEKTPOHHOTO JOKYMEHTA, JOCTYIHOIO € TOMOIIBIO KOMIIBIOTE-
pa co ClelMaIu3UPOBAHHBIM IPOrPAaMMHBIM 00ECIICUEHUEM;

— MMMCbMEHHBIE 3a/1aHUS BBIIOIHIIOTCA HAa KOMIIBIOTEPE CO CIIEUAIN3UPOBAHHBIM IPOrPaMMHBIM
o0ecrieyeHneM, U MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecrieunBaeTcsl UHAMBHUYaIbHOE paBHOMEpHOE ocBeleHne He MeHee 300 Jrokc;

— ISl BBITIOJIHEHHUS 33JaHUs MPHU HEOOXOAMMOCTH NPEAOCTABISETCS YBEIWYHMBAIOIIEE YCTPOIi-
CTBO; BO3MOXHO TaK)K€ MCII0JIb30BaHNE COOCTBEHHBIX YBEIUYMBAIOIUX YCTPOUCTB;

— MMUCbMEHHBIE 3a/1aHU 0(OPMIIIOTCS YBEITMYCHHBIM HIpU(TOM;

—93K3aMeH M 3a4€T MPOBOJATCS B YCTHOW (pOpME MIIM BBINOJIHAIOTCS B MUCBMEHHOM (Qopme Ha
KOMIIBIOTEPE.

e Ui TIYXHX M cIa00CTBIIIAIHX:

— JIeKUUU 0(hOPMIISIOTCS B BUE JIEKTPOHHOTO TIOKYMEHTA, 100 MpeaoCTaBIseTCs 3ByKOYCHUIIHU-
BaIONIAs aNiaparypa HHAWBUAYAIBHOTO MOJIB30BaHMS,

— MMCbMEHHBIE 3a/1aHUS BBIOIHAIOTCSA HAa KOMIBIOTEPE B MUCBMEHHOM (hopme;

— 9K3aMEH U 3a4€T MPOBOJAATCS B MUCHBMEHHOW (popMe Ha KOMITBIOTEPE; BO3MOXKHO MPOBEACHUE B
dbopme TecTUpOBaHUS.

e JUIs JIML C HAPYLIEHUSIMU OIIOPHO-/IBUraTEJIbHOTO anapara:

— JIeKIuU 0(hOPMIISIFOTCS B BHJIE AJIEKTPOHHOTO TOKYMEHTA, JOCTYITHOTO € MOMOIIBIO KOMITBIOTE-
pa co crnenHuaIn3upOBaHHBIM IIPOrPAaMMHBIM 00ecIIeUeHUEM;

— MMUCbMEHHBIE 3a/IaHUS BBITIOIHSIOTCS HAa KOMIIBIOTEPE CO CIIEIUATN3NPOBAHHBIM IPOTPAMMHBIM
obecreueHueM;

—9K3aMEH M 3a4€T MPOBOJATCS B YCTHOW (pOpME WM BBITOJHSIOTCS B MUCBMEHHOW (opme Ha
KOMIIBIOTEPE.

[Tpu HEOOXOMUMOCTH TIpeTyCMaTPUBACTCS YBEITMUYCHUE BPEMEHH ISl TIOATOTOBKH OTBETA.

[Tponienypa npoBeaeHNs MPOMEKYTOUHOM aTTeCTalluu sl 00yJaIOLIUXCsl YCTaHABIMBAETCS C
y4€TOM WX HMHIUBUAYATBHBIX MCUXO0(HU3HUECKUX ocoOeHHOCTeH. [IpoMexyTouHas arrectanus
MOXET IMPOBOAUTHCS B HECKOJIBKO 3TATOB.

[Ipu npoBeneHWHM NPONIEAYPHl OICHUBAHUS PE3YIBTaTOB OOYYEHHS MPEayCMaTpHBACTCS
UCIIOJIb30BaHHE TEXHUYECKUX CPE/ICTB, HEOOXOAUMBIX B CBSA3U C MHAUBUAYAIbHBIMUA OCOOEHHOCTSMU
oOyyaromuxcsi. OTH CpeACTBa MOTYT OBbITh NPEAOCTaBICHbl YHUBEPCUTETOM, WJIM MOTYT
UCIIOJIb30BaThCsl COOCTBEHHBIE TEXHUYECKHE CPEIICTBA.

[TpoBenenue nporenypbl OLIEHUBAHUS PE3YAbTaTOB 00yUEHHS JOMYCKAETCs C UCIIOJIb30BaHUEM
JTUCTaHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHH.

ObecnieunBaeTcst AOCTYN K MHGOPMalMOHHBIM U O6ubinorpaduyeckum pecypcam B cetu Mu-
TEpHET JUId KaXJ0ro odyuatomerocss B popmax, aaanTUPOBAHHBIX K OTPAaHUYEHUSM UX 3JI0POBbS U
BOCTIPHSITHS MTHPOPMAITUH:

® IS CJICNIBIX U CIIA0OBUIAIIUX:

— B Ie4aTHOM (hopMe yBEIMUYEHHBIM HIPUPTOM;

— B hopMe JIEKTPOHHOT'O IOKYMEHTA;

— B opme ayaunodaiina.

® JUIS TIIYXUX U CIa0OCTBIIAIINX:

— B IIe4aTHOM opme;

— B (popMe AIIEKTPOHHOTO TIOKYMEHTA.

e Ui 00yYaroIuXcs ¢ HapyIIEHUSIMU OIIOPHO-ABUraTeIbHOIO anmapara:
— B IIeYaTHOM opme;
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— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;
— B (hopme aynuodaiina.

VY4eOHble ayAUTOPUU AJIS1 BCEX BUJOB KOHTAKTHOM M CAMOCTOSITENIbHOU paboThl, HayyHast Ouo-
JMOTEKa ¥ MHbIE MOMELICHUS JUI1 00yueHHs OCHAILIEHBI CIIEIUATBHBIM 000PYI0OBaHHEM U y4eOHBIMU
MECTaMH C TEXHUYECKUMU CPEJICTBAMH O0yUYCHHUS:

® IS CJICIIBIX U CIIA0OBUISIINX:

— YCTPOMCTBOM JIJIsl CKaHUpOBaHUs U uTeHus ¢ kamepod SARA CE;

— nuciuieem bpaitiis PAC Mate 20;

— npuHTepoM bpaiins EmBrailleViewPlus;

® JUIS TIYXHX U CIa0O0CTBIIIAIIHX:

— aBTOMAaTHU3UPOBAHHBIM Pa0OYMM MECTOM JJIS JIIOJIEH C HapyIIeHUEeM CIyXa W CJIadocCIblma-
IIVX;

— aKyCTHUYECKUH YCHIIUTENb U KOJOHKH;

e s O0YYArOMIMXCS C HAPYIIEHUSIMU OIOPHO-/ABUTaTEILHOTO anrmapara:
— HepeBUKHBIMU, PEryIUpyeMbIMU dpronomudeckumu nmapramu CH-1;
— KOMITBIOTEPHOM TEXHUKOU CO CHEIMaIbHBIM IIPOrPAMMHBIM 00€CTICUeHHEM.

9. MeToguyeckue MaTepuaJbl
9.1. IlnaHpl MPAaKTHYECKUX 3aHATHH.

- mpoBepka chopmupoBaHHocTr komnereHmii YK-2,011K-9

IMpakTuueckoe3ansitue 1 (4 uyaca). Ucropus kpunrorpadpun. OCHOBHBbIE MOJIOKEHHS
kpunrtorpaduu- nposepka cghopmuposannocmu komnemenyuti YK-2

Bomnpocs! 11 nuzyueHust u o0Cyx1eHus:

Kpuntocunres u kpunroananus. Kpunrorpaduueckas cuctema (mojacuctemsl MH(PpoOBaHUS,
UJCHTU(PUKAIMY, UMUTO3ALIUTHI, 3JIEKTpOHHON noxanuck). Kpuntorpapuueckuit nporokon. Kpumn-
TOrpapu4ecKuil NPUMUTHB.

Kpunroananutuk (mpoTuBHUK). KpunToaHaaIUTHK aKTUBHBIN M TACCUBHBIH.

Teopetnko-nHpOpMaLIMOHHAs CTOMKOCTh (COBEpILIEHHAs! KpUITorpapuieckas CTOUKOCTh, 0e3-
YCIIOBHAs1 CTOMKOCTbB, IIEHHOHOBCKAs CTOMKOCTB). TeopeTHKo-C10KHOCTHAs! CTOMKOCTD.

OnektponHas noanuck. udp, xirou, upposanue/nemmndpposanue. ludpprekcr (kpunro-
rpamma). Kpunrorpagudeckas cuctema ¢ CEKpeTHbIM KitodoM. biounas kpunrocucrema. IloTou-
Has kpunrocucreMa. Kpunrorpaguueckas cucrema ¢ OTKpbIThIM KintouoM. MuTto3zamura. Crerano-
rpadus.

Ponb 1 mMecTo kpunTorpaduyecKux METOI0B B 3aLIUTE COBPEMEHHBIX MH(OPMALMOHHBIX CH-
CTEM.

KoHTpoIbHBIE BOITPOCHL:

1. OnuimTe B3aUMOCBSA3b KPUNITOrpaUU U KPUITOJIOTUU M X OCHOBHBIX COCTABIISIOIINX JHC-
LUTUTHH.

2. IlpuBenute mnpuMepsl  KpUNTOrpaUUYEeCKUX CHCTEM C  CEKPETHBIM  KIIHOYOM
U KpUNTOrpaUyECKUX CUCTEM C OTKPBITHIM KIIFOUOM.

3. Onumute TpeOOBaHUSA, KOTOPHIE TOJIKHBI OBITh MPEABABICHBI K KPUITOrpahUIECKUM CHUCTe-
Mam.

4. BeInosHUTe KJIACCU(MKALMIO OCHOBHBIX BHJIOB aTaK KPHUITOAHAIUTHKA (IIPOTHBHHMKA) Ha
KpunTorpauueckue CUCTEMBI.

5. Jaiite ompeneneHusl TEOPETUYECKONM U MPAKTUUYECKOM CTOMKOCTH KpUNTOrpaUuecKux CH-
CTEM U MOSICHUTE UX Pa3ITUUHMsL.

6. B uem omiinume kpunrorpaduu ot creranorpadpuu? Ilpusenure npumepsl.
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IIpakTnyeckoe3ansitue 2 (8 yacos). ba3oBble kpunrTorpaguyeckue MeToAbl M CXeMbI
Kpuntorpaduyeckoi 3ammMThl HHPOPMALMHU- 1nposepKa chopmuposanrHocmu komnemenyuti VK-
2,0IIK-9

Bonpocs! 1st u3ydeHust 1 00CyKICHUS:

1. Kpunrocucremsl ¢ CEKPETHBIM KJIFOUYOM, aTaKd Ha KPUINTOCUCTEMBI C CEKPETHBIM KJIHOUOM.
Kpunrocuctemsl ¢ OTKPBITHIM KITIOYOM, OTKPBITOE pactpeaenenue kinoueit nddu-Xennmana, ata-
KM Ha KPUIITOCUCTEMBI C OTKPBITHIM KJIF04oM. DopManbHOE OIpeeeHHe TEOPETUIECKON U ITPAKTHU-
YeCKOI CTOMKOCTH KPUITOTPaQUUECKUX CHCTEM.

2. CxeMbl 3JIEKTPOHHON NOANMCH. ATaKH U yrpo3bl Ul CXEM 3JIEKTPOHHOHN noanucu. [Ipumepsl
cxeM a7eKkTpoHHO# noanucu: RSA, Dnb-I"amans, @uara-Illamupa, Hlnoppa, TOCT P 34.10-2012.

3. Kpunrorpadgudecku croiikue X3m-QyHKIIMA. MeETOobl MOMCKa KOUIM3UH. MeTo bl 3aiuThl
oT noucka ko3, Xou-pyakun P.Puecta u MKKTT X.509.

4. D1eMeHTbl TEOPUH BBIUUCIUTENIBHONW CIOKHOCTH. ONHOCTOpOHHUE (PYHKIMM U (QYHKIMH C
cekperoM. IlceBnociyuaiinple reHepaTopbl. MIHTEpakTUBHBIE CUCTEMBI J10KA3aTEIbCTB U MHTEpPaAK-
TUBHBIE CUCTEMBI JJOKA3aTEJIbCTB C HYJIEBBIM pasriiamieHueM. CXeMbl C COKPBITHEM CBUETENbCTBA U
C HEpa3JIMYMMbIMU CBUAETEIHCTBAMM.

5. Cxemsl BepoaTHOCTHOrO mudposanus. Cxema ["onnBaccep-Mukanu.

6. Pa3zHOBUIHOCTH CcXeM AJIEKTPOHHOU moanucH. CxeMbl KOH(UACHIHATEHOU moaAnucH. CXembl
rpynnosoi noanucu. CxeMbl MylIbTUIOAIUCH. CXeMBbl 3aTEMHEHHOM NoANUCH. CXEMBbI MOAHMCH IS
UHTEIUICKTYaJIbHBIX KapTo4yeK. CXeMbl MOJMUCH BUIA «0(d-TaitH/oH-1aiHy. (N,t)-MopOroBbie CXeMBbI
noanucu. [Ipouenyps! apoutpaxa B cxemax 3J1€KTPOHHOM MOJIIHCH.

7. llpuknanaeie cxeMbl HHTEpakTUBHOU ayreHTHuKanuu. Cxembr IHoppa, ®@uara-llamupa,
I'uitro-Kuckarepa.

KoHTponbHbIE BONIPOCHI:

1. MaTeMaTH4eCKH ONHIINTE KPUNTOrpapUIECKUE CHCTEMBI C CEKPETHBIM M OTKPBITHIM KITFOYa-
MU, CXEMBI JIEKTPOHHON IOJITUCH.

2. Jlaiite (hopMaibHBIC ONPEACIICHUS] OJHOCTOPOHHEH PYHKIIMH U (YYHKITUH C CEKPETOM.

3. Jlaiite hopmasibHOE OTNpesieieHne ICEeBI0CTYyYaiHOMY TeHepaTopy.

4. OnumuTe CBOMCTBA MOJTHOTHI, KOPPEKTHOCTU U HYJIEBOTO pasrilallleHus sl UHTEPAaKTUBHBIX
CHUCTEM JI0KA3aTeNNbCTB C HYJEBBIM Pa3IIIalICHUEM.

5. llouemy cxema uHTEepakTUBHOHN ayreHTH(uKauuu llIHOppa sBiseTCs CXeMON ¢ COKpPBITHEM
CBUJIETEIILCTBA, 4 HE CUCTEMOM J0Ka3aTeIbCTBA C HYJIEBBIM pasrialieHueM?

IMpakTnyeckoesansitue 3 (8 yaco). Kpunrorpaguueckue npoToKoJIbl- nposepka cghopmu-
posannocmu komnemenyuii YK-2, OITK-9

Bomnpocs! 11 uzyueHust 1 00CyxIeHUs:

1. OcHOBBI TeOpUH KpUNITOrpapUIECKUX MPOTOKOJIOB. CBOMCTBAa M OCHOBHBIE MTapaMeTpPhl KPHUTI-
TOrpau4ecKux MPOTOKOJIOB.

2. Knaccugukarusi OCHOBHBIX BHJIOB aTak Ha KpUITOrpapUIeCKUe MPOTOKOJIBI.

3. Ilpotokonel ayreHTH(UKanmu. TpeOoBaHus K HpoTokosaM ayTeHTu¢ukaiuu. [laponbHas
ayreHTH(UKaUs (TIPOTOKOIBI C PUKCHPOBAHHBIMU MAPOJISIMHU, IMTPOTOKOJIBI C OJHOPA30BBIMHU TIApO-
astmu). [IpoTokosiel THIA «3anpoc — 0TBET» (OTHOCTOPOHHSS ayTeHTH(HKAIMs, OCHOBaHHAsl HAa MET-
K€ BPEMEHH, OJTHOCTOPOHHSS ayTCHTU(QUKAIUS C UCTIOJIh30BAHUEM CITyUaHHBIX YHCEIN, TPOTOKOJBI C
UCTIOJIb30BAHUEM ACUMMETPUYHBIX KPHUITOCHCTEM, MPOTOKOJIBI C HCIOJIB30BAaHHEM 3JIEKTPOHHOU
noanucu). [IpoTokobl ayTeHTH(UKAIINH, OCHOBAHHBIC HA MCITOJIb30BAaHUH WHTEPAKTHBHBIX CHCTEM
JIOKa3aTeIbCTB C HYJIEBBIM pa3riallieHueM 3HaHUSL.

4. IIporokoinbl pacnpenenenust kimoueid. Cdepbl NMpuUMEHEHUS TPOTOKOJIOB pacHpeneIeHHs
kmouelt. Kinaccugukanus npoTokonoB pacnpeaenaeHus kitodeid. [IpoTokonbl, OCHOBaHHBIE HA KPHII-
TOCHCTEMAaX C CEKPETHBIM KIF04oM. [IpOTOKOIBI pactpeeneHns Kiro4eld, OCHOBaHHBIX Ha KPHIITO-
CHCTEMaX C OTKPBITHIM KIIIOUOM.

5. bankoBckue kpunrorpaguueckue INpoTOKOJIbl. DIEKTPOHHBIE MOHETHI U MIEPEBOJUMBIE HJIEK-
TPOHHBIE MOHETBI. DJIEKTPOHHBIN OYMa)KHUK. DIIEKTPOHHBIE IJIATEXKH.
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KoHTponbHbIE BONIPOCHI:

1. KakoBbl OCHOBHBIE CBOMCTBA KPUNITOTPAQUUECKOW CUCTEMBI M KPUMTOTPAPUIECKOTO MPOTO-
kousia? YTo Takoe mar, payH] U C€aHC B KPUNTOrpahuueckoM IpoToKosie?

2. B yem 3akir04aroTCsl CBOMCTBA MOJHOTHI M KOPPEKTHOCTH MHTEPAKTUBHOTI'O J10Ka3aTeIbCTBA?

3. B yem oTiMuMe MHTEPAKTUBHBIX CUCTEM JI0KA3aTEIbCTBA C HYJIEBBIM pa3rjallleHUEM 3HaHUs
OT MHTEPAKTUBHBIX CUCTEM J0Ka3aTenbcTBa? CoxpaHSAEeTCsl 1M CBOMCTBO HYJIEBOIO pa3rIallieHUs pu
MIOCJIEIOBATEIbHOM U NapajuIeIbHOM BBIITOJIHEHUH POTOKOJIOB?

4. Yto moHMMaeTCs oI KOMIpoMeTae kpunrorpadudeckoro mporokona? [lpuseanre npu-
MEpBI:

aTaKy 10 U3BECTHBIM KIIIOUaM;

CJIOBapHOM aTakKH.

5. IIpoBeauTe cpaBHEHHE NMPOTOKOJOB ayTeHTU(UKALIMK, OCHOBAHHBIX HA JIOKA3aTENbCTBAX C
HyJIeBBIM pasriamienreM 3Hanus (Puara — Hlamupa, 'nitto-Kuckatepa, [lIHOppa), 1o ciieayronmm
rapaMeTpam: BBIYMCIUTEIBHON CII0KHOCTH MPOTOKOJIA Ul JOKA3bIBAIOLIETO U MPOBEPSIOIIErO, KO-
JMYECTBY NepeaBaeMbIX 0alTOB JaHHBIX, TOMOJHUTENbHOU MaMsITH, Heooxoaumoit P u V. Chenaii-
T€ BBIBOJI O CPAaBHHUTEIBHON YPPEKTHBHOCTH MPOTOKOIOB. (HeoOxoaumMbie mapaMeTpbl BHIOEpPHTE
CaMOCTOSITEINILHO. )

6. Kak npeoOpazoBats npotokon ayrentudukanmu [Hoppa B cxemy mudpoBoit moanucu?

IIpakTuyeckoe 3ansaTue 4 (8 yacor). HopmaTuBHbBIE aKThI, perjaMeHTUPYIOLME €S-
TeJBHOCTh B 00,1aCTH KpUnTorpaguyeckou 3amuTbl ”HPOPMAIIUN - 1POGEPKA CHOPMUPOBAHHO-
cmu komnemenyuii YK-2

Bonpocul onsa usyuenus u ob6cysrcoenus:

1. ®depepanbubie 3akoHbl PO «O06 mHpOpManum, HHPOPMALMOHHBIX TEXHOJIOTHSIX U O 3aIlH-
Te uHpopManun», «O nepcoHalIbHbIX AAHHBIX», «OO0 371eKTpOHHON noanucu», «O TEXHUYECKOM pe-
TYJMPOBAHU.

2. IlocranoBnenue IlpaBurensctBa Poccuiickoit ®denepamuu ot 23 centsops 2002 rona
Ne691 «O06 yTBepKIeHUHU MOJT0KEHUM O JIUIIEH3UPOBAHUH OT/ICIBHBIX BUIOB JIEATEIILHOCTH, CBSI3aH-
HBIX ¢ MIU(POBATBHBIMH (KPUNITOTpahUUECKUMHU) CPEICTBAMM.

3. [NomoxkeHne o pa3pabOTKe, MPOU3BOJCTBE, pPEeATH3AIMN U IKCIUTyaTallui MIH(pPOBATBHBIX
(xpunTorpaduueckux) cpeacts 3amuTsl uHGopmanuu (ITonoxenue I1K3-2005), yrs. [Ipukazom u-
pexropa @Cb Poccum ot 09 pespans 2005 roga Ne66.

4. OteuectBennble (kpuntorpadpuueckue) ['OCTer: T'OCT 28147-89,'OCT P 34.10-2012
u 'OCT P 34.11-2012, TOCT P 34.12-2015, I'OCT P 34.13-2015.

Buinonnenue 3aoanusi:

B xome mpaktudeckoil pabOTHI UMHUTHPYETCS NpOIecC CepTH(GUKANNU M IKCILTyaTalluy
cpeacts kpunrorpaduueckoit 3amutsl MHMopMmanuu (CK3M), peann3oBaHHBIX B COOTBETCTBUHU
cT'OCT I'OCT 28147-89,'OCT P 34.10-2012, I'OCT P 34.11-2012, I'OCT P 34.12-2015,
['OCT P 34.13-2015 u paccmaTpuBaeTcs HakeT JOKYMEHTOB, HEOOXOIUMBIN Ui cepTUdUKaluu U
skcruryaTaiun CK3U u coberBenHo ceptudukat coorserctBuss CK3UM HOpMaTHUBHBIM TOKyMEHTaM
w/mwm TY.

Koumponvnvie onpochwi:

1. llpuBenute ocHOBHBIE TTONOXKeHU DenepanbHbIX 3akKOHOB PD «O06 nHbopmanmu, nHbOP-
MAITMOHHBIX TEXHOJIOTHUSX U O 3aluTe HHpopMaumy, «O MepcoHaANbHBIX JaHHBIXY», «O0 ANEeKTPOH-
HOM moamucH», «O TEXHUYECKOM PETYJIMPOBAHUM» B YaCTH KPUTNITOTpadUuecKon 3auThl HHPOopMa-
1007078

2. OnummuTe CTPYKTYpPY M OCHOBHBIE (DYHKITUH Y TOCTOBEPSIOIIETO IIEHTPa B COOTBETCTBHH
nonoxkeHussMu DerepanbHOTO 3aKkoHa «O0 PMEKTPOHHOMN MOAMHCH).

3. Pacckaxxute 00 OCHOBHBIX THIAaX 3JEKTPOHHOU MOIUCH, HA3HAYCHUH, CTPYKTYPE U MOJSIX
cepTU(UKATOB OTKPBHITHIX KJIIOYEH B COOTBETCTBUU MONOXKEeHUsMH DenepanbHOr0 3aKoHa
«O0 2IEKTPOHHOM TTOITUCH.
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4. OnumuTe OCHOBHBIE 3Tambl ceprudukanuu u skcrmryatamu CK3U B cooTBeTcTBUUM
¢ nonoxkenuem [1K3-2005.

5. OmumuTe ocHOBHBIC MOJs ceprudukaTta coorBeTcTBus Ha CK3U, peanu3oBaHHBIE B COOT-
BETCTBUU I'OCT 28147-89,'OCT P 34.10-2012, 'OCT P 34.11-2012, I'OCT P 34.12-2015,
I'OCT P 34.13-2015.

IpakTuyeckoe 3ausatue 5 (8 yacos). CpeacTBa U yCJIyrd B 00J1acTH Kpunrorpaduye-
CKO# 3ammThl HHGOPMAIUN, MPEACTABJIEHHbIE HA 0TE€YECTBEHHOM PbIHKE- nposepKa cghopmu-
posannocmu komnemenyuti YK-2, OIIK-9

Bonpocwi 013 uzyuenus u 06Ccysncoenus:

1. Poccuiickue opraHu3aliii, OCYILECTBISIOUINE JesTeNIbHOCTh B 00MacTu Kpunrorpapude-
CKOM 3alIUThI HH(OPMAIIHH.

2. Jlunetika npoayktoB «Kpunrollpoy, nuHeiika npoayktoB «SecretDisky», « TrueCrypty

3. 3amumieHHbIl A00HEHTCKUN IMYHKT CUCTeMBbl «ATimac» (u3genue M-468P). Pemenus
OI'VIT «HTII «ATtnac» 1o co3aaHuIo 3aIMIIeHHBIX (10 kiacca AK3) aBToMaTH3upOBaHHBIX CHCTEM
Ha maropme MalkpocodT.

4. CK3U «Kpunto b/I».

5. Jlpyrue npoayKThl B YCIYTH B 00JIACTH KPUITOTpadUISCKON 3aUThl HH(OPMAIIUH.

Buvinonnenue 3a0anus:

B xonme mpakTtmueckold pa®OTHI OCYIIECTBIISIETCS ToiydeHue nemo-auctpudyruBa CK3U
c caiita xommanuii «Kpuntollpo», BBIIOTHEHHE YCTAHOBKM M peanu3alisi OCHOBHBIX (PYHKIMN
CK3HU.

Konmponvhuvie 6onpocwi:
1. HazoBute ocHoBHbIe QyHkuuu cymectByromux CK3U, npeacraBieHHbIX HA OT€YECTBEH-
HOM DBIHKE MPOJIYKIIUU M YCIYT B 00J1aCTH KPUNTOrpaduyecKoi 3amuThl HHPOPMALIUH.
2. Kakue QyHkiumn 6e30macHOCTH peanu3yrores cyuectyromumu CK3U:
e obecrnieueHne KOHPHUIECHINATbHOCTH;
e o0ecrneueHHe IIEIOCTHOCTH;
e ayTeHTH(UKaNUI HHPOPMALIUY;
e ayTeHTH(]UKaLKS NOJIb30BATENIECH.
3. Haiitu B cetu Untepner CK3U, He mpencTaBieHHble B BhllleykazaHHOM cnucke CK3U,
OIMCATh €r0 Ha3HAYEHHUE U OCHOBHBIE (DYHKIUU.
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Ipunoowcenue 1. Aunomayus
paboueti npoepammuvl OUCYUNTUHDBL

AHHOTAIIUS PABOYEH ITPOTPAMMBI JIUCHUTLIAHBI

Huctumumaa «  MeTtogel  u cpenctBa  KpunTorpaduueckoit  3amuThl  mHGOpMAa-
nuu»peanusyercsta gaxkyiabrere MH(pOpMaMOHHBIX cUCTEM U 0e30nacHOCTH Kadeapoid KOMILIEeKC-
HOU 3aIIUTHl UHPOPMALIUH.

[lenp MUCHMIIMHBL MOJYYEHHE OCHOBHBIX 3HAHUN 00 MCIOJIb30BAaHMM KPUIITOrpaduyecKux
METOMOB JUIsl 3alIMThl MH(POPMALMU TPH €€ XpaHeHWH, 00paboTKe M AMCTAHIMOHHON Iepenayue
3JIEKTPOHHBIX JTAaHHBIX.

3amaun: OBNAJICHUE CTYACHTAMH OCHOBHBIMU KPHITOTPa(pUUECKMMH MOHATUSMH, YMEHUE CTY-
JICHTaMU: pelaTh TUIIOBbIE KpUITOrpaguueckue 3agauu, BOCTpeOOBaHHbIE TPAKTUKOMN; paboTaTh CO
CHEUHATbHON KpUNITOrpauvuecKoil JIMTEpaTypoil MU HOPMATUBHBIMU JOKYMEHTAaMH; HCIIOJIb30BATh
HOJIy4YEeHHBIE 3HAHUS JUISl pELICHUs IPUKIIAJAHBIX 33/1a4 COBPEMEHHOM KpuITorpaduu.

JucuuruiHa HampaBiieHa Ha GOPMHUPOBAHUE CIECIYIOIINX KOMIIETCHIINI:

e YK-2 — CnocobeH onpeensTh Kpyr 3a/lady B paMKax [OCTaBJIEHHOMN LeJIM U BHIOWPATh ONTH-
MaJIbHBIE CIIOCOOBI X pEIIeHUs, UCXO U3 ICHCTBYIOIIUX IMPABOBBIX HOPM, UMEIOIIUXCS
PECYpCOB U OTpaHUYEHUIN

e OIIK-9 — Cnoco0eH mpUMEHSTh CpeACTBa KpUNTOrpaphUIecKOr U TEXHUIECKOW 3alIUThl UH-
dbopmanmu ass penieHus 3a1a4 npohecCHOHATBHON AEATEIbHOCTH

B pesynbpraTe OCBOGHHS AUCLMILIMHBI OOYYAIOLIUICS JTOJKEH JEMOHCTPUPOBATH CIEAYIOLINE
pe3ynbTaThl 00pa30BaHUS:

3HaTh:

MaTeMaTUYeCKUe MOJICIN KOJIUPOBAHUA CHCTeM HMH(OpMalMK; HOPMATUBHO-TIPABOBbIE TPebOo-
BaHMs B oOsiactu pa3pabotku u npumeHeHusi CK3W; ocHOBHBIE MOJIeTH, METOBI U CPEJICTBA KPHII-
Torpaduueckor 3auuThl THHOPMAIUH;

YMers:

peliaTh TUMOBBIE KpUNTOrpaduyecKue 3aaaun 3amuThl HHYOpMAIUK; TIPUMEHITh HH(OpMAaIIU-
OHHbIE TEXHOJIOTUH JJIsl TOUCKa U 00pabOoTKN MHPOPMAIUH.

Bnaners:

HaBbIKaMU NOMCKa HYKHOW MH(OpMalMi B HOPMAaTUBHBIX 0a3aX U HMCTOYHUKAX; HABBIKAMU HC-
NOJIb30BaHUs MOJIOkeHUH cTanaapToB B o0nactu CK3U npu pa3paboTke, HACTpoOilke M dKCIUTyaTa-
117071

[To nucnumuivHe IpeycMOTpEeHa IPOMEXYTOUHAs aTTecTalus B popMe 3a4era.
OO011ast TPYA0EMKOCTh OCBOCHHUS AUCLUILUIMHBI COCTABIISET 3 3a4ETHBIE €IUMHUIIBI.



